In proof-of-work-based blockchain networks, the block miners participate in a crypto-puzzle solving competition to win the reward of publishing (i.e., mining) new blocks. Due to the remarkable difficulty of the crypto-puzzle, individual miners tend to join mining pools to secure stable profits. We study the dynamics of mining pool selection in a blockchain network, where mining pools may choose arbitrary block mining strategies. We identify the hash rate for puzzle-solving and the block propagation delay as two major factors determining the mining competition results. We then model the strategy evolution of individual miners as an evolutionary game. We provide the theoretical analysis of evolutionary stability in the pool selection dynamics for a two-pool case. Numerical simulations support our theoretical findings as well as demonstrate the stability in the evolution of miners' strategies in a general case.
I. INTRODUCTION
A PUBLIC blockchain network is built as an overlay peer-to-peer (P2P) network for decentralized temperproof data recording, trusted timestamping or general-purpose distributed autonomous organization [1] . The Nakamoto consensus protocol [2] is adopted to financially incentivize the full nodes (block miners) to abide by the "longest-chain rule" for blockchain state maintenance. Following the protocol, a block miner packs an arbitrary set of verified transactions into a data structure, known as a candidate "block", and broadcasts it to the entire network. The blockchain state is maintained as a linear list of blocks linked by hash pointers [2] in a loosely synchronized manner. Namely, a miner always keeps the longest observed chain as its local blockchain replica.
The incentive mechanism of the Nakamoto protocol consists of two parts [2] : (a) a computation-intensive crypto-puzzle solving process to make Sybil attacks financially unaffordable, and (b) a reward confirmation process to award an incentive to the miners when their published blocks are recognized by the network. The crypto-puzzle solving process is implemented as a Proof-of-Work (PoW) competition [2] , where the miners Manuscript exhaustively query a trusted random oracle, e.g., a SHA-256 hash function, to find a random string satisfying a preimage condition based on their own block proposals. In the awarding process, the miner which first gets its candidate block disseminated across the network receives a reward in digital tokens for its effort in validating new transactions [1] .
Compared with the prevalent incentive mechanisms in mobile networks [3] , [4] , the Nakamoto protocol is characterized by a decentralized token-issuing scheme embedded in its blockconfirmation functionality. With a fixed reward per block, a node's willingness to join the consensus process is mainly influenced by the expected cost of energy consumption. The probability of winning a PoW competition depends on the ratio between a miner's hash rate, i.e., the number of queries to the hash function that the miner makes per second, and the total hash rate of the entire network [2] . Meanwhile, the block propagation time in the P2P network determines the final result of block confirmation within one consensus round, since only the first block propagated to the majority of the nodes will be accepted as the new head of the blockchain [5] , [6] . Practically, the chance for individual miners to win a PoW competition is negligible due to the overwhelming hash rate in the network. As a result, the real-world blockchain networks are dominated by the proxy nodes that represent the coalitions of miners known as mining pools [1] . A mining pool works as a task scheduler by dividing a preimage-searching task into smaller sub-tasks and assigning them to the miners in the pool according to their devoted/reported hash rate. By aggregating the hash rate of many miners, the probability for a mining pool to win a block reward becomes significantly large. Then, an individual miner can secure its small, but stable share of reward according to its share of hash rate in the pool.
In this letter, we study the problem of mining pool selection in a PoW-based blockchain network. We consider that the individual miners are bounded rational and the mining pools adopt arbitrary mining strategies [7] . We model the pool-selection dynamics in the network as an evolutionary game. We focus on the impact of the hash rate and propagation delay on the strategy evolution, and study the evolutionary stability of the pool-selection dynamics in the case of two mining pools.
II. PROBLEM FORMULATION

A. Financially Incentivized Block Mining With Proof-of-Work
We consider a PoW-based blockchain network [2] with N individual miners, which organize themselves into M mining pools, the set of which is denoted by M = {1, 2, . . . , M}. We assume that the crypto-puzzle solving 2162-2345 c 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
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process is ASIC-resistant [1] . In other words, the miners use general-purpose computing units for hash queries and have roughly the same hashing efficiency, i.e., hash rate per Watt. A mining pool i requires a certain hash rate, ω i , to be provided by each miner joining the pool. Let ω ω ω = [ω 1 , . . . , ω M ] denote the hash rate vector. Further, let x = [x 1 , . . . , x M ] denote the vector of population fraction for the pools such that x is in an
Then, the probability for pool i to win a mining competition is [1] Pr mine
Pool i broadcasts a mined block to the peers to propagate it to the entire network. The block propagation time is determined by both the transmission delay over each link and the transaction verification time at each relaying node. For a block of size s, the transmission delay can be modeled as τ p (s) = s γ c , where γ is a network scale-related parameter, and c is the average effective channel capacity of each link [5] . Meanwhile, since verifying a transaction requires a fixed amount of computation, the block verification time can be modeled as a linear function τ v (s) = βs, where β is a parameter determined by both the network scale and the average verification speed of each node. Then, the average time for a block of size s to be propagated across the network is
The incidence of abandoning (i.e., orphaning) a valid candidate block due to the propagation delay follows a Poisson process with mean rate 1/T, which is maintained by the network as a fixed average mining rate [2] . Thereby, the probability of orphaning a valid block of size s is
Then, the probability for pool i to ultimately win a mining race with a block of size s i is
The block reward is comprised of a fixed token-issuing reward and the fees of the transactions packed in the new block [1] . Consider that the blockchain users pay a fixed fee per transaction and the transaction records have the same size. Let R denote the token-issuing reward and ρ denote the transaction confirmation price per unit data size. Then, the transaction fees can be expressed as ρs i [6] . The miners also have to consider the energy cost due to hash computation. Let p denote the energy price for maintaining a unit hash rate during T. The energy cost can be expressed as pω i . Based on (4), a miner's expected payoff in pool i can be expressed as
B. Mining Pool Selection As an Evolutionary Game
Consider that each individual miner is bounded rational and aims to maximize its payoff given in (5) . Then, we can define Algorithm 1 Pairwise Proportional Imitation Protocol for Mining Pool Selection 1: Initialization: (a) ∀i ∈ N , miner i randomly selects a mining pool to start with. (b) t ← 1. 2: while x has not converged and t < MAX_COUNTER do 3: for i ∈ N do 4: j ← Rand(1, M) {Randomly selects a pool j ∈ M } 5:
Determine whether to switch to pool j according to the switching probability ρ i,j : We note that ω i and s i form the predetermined strategy of pool i. Then, by the pairwise proportional imitation protocol [8] , the replicator dynamics for the population evolution can be expressed as the following system of Ordinary Differential Equations (ODEs), ∀i ∈ M [8] :
whereẋ i (t) is the growth rate of the size of pool i over time, and y(x) = M i=1 y i (x; ω ω ω, s i )x i is the average payoff of the miners in the pools. Let Y(x) = [y 1 (x), . . . , y M (x)] denote the vector of payoffs for all the mining pools. The Nash Equilibria (NE) of G can be defined as follows:
Definition 1 (NE [9] ):
It is straightforward that the NE is a fixed point of the ODEs given in (6) , namely, ∀i ∈ M , f i (x(t)) = 0 [8] . Then, we need to further investigate the stability of an NE state x * ∈ E(Y) for pool selection. Suppose that there exists another population state x trying to invade state x * by attracting a small share ∈ (0, 1) in the population of miners to switch to x . Then, x * is an Evolutionary Stable Strategy (ESS) if the following condition holds for all ∈ (0, ):
Based on (7), we can formally define the ESS as follows. Definition 2 (ESS [9] ): A population state x * is an ESS of game G, if there exists a neighborhood B ∈ X , such that ∀x ∈ B − x * , the condition (x − x * ) Y(x * ) = 0 implies that
We present in Algorithm 1 the strategy evolution of the N miners following the pairwise proportional imitation protocol [8] . As the population increases, the protocol represents the replicator dynamics described by (6) .
C. A Case Study of Two Mining Pools
Due to the space limit, we study the case of two mining pools (M = 2) to exemplify the procedure of stability analysis for the NE in the pool-selection game. Let the population fraction of each pool be x 1 = x, and x 2 = 1−x. From Definition 1 and by solvingẋ i (t) = 0, i ∈ [1, 2], we can obtain three rest points of the ODEs given by (6) in the form of (x * , 1 − x * ):
where after some mathematical manipulations we have a = (R + ρs 1 )ω 1 e −( 
. Now, we are ready to investigate the evolutionary stability of the three fixed points. In the cases of x * = 0 and x * = 1, the population states are (0, 1) and (1, 0), respectively. We know that the two fixed points are of the similar form, since the individual payoff functions are similar for each mining pool. Therefore, we only need to check the case with x 1 = x * = 0.
Lemma 1: For game G with two mining pools, 1) The rest
2) The rest point with
< 0, and
Proof: By [8, Definition 2.6], the asymptotically stable state of the ODEs in (6) is guaranteed to be an ESS. When the replicator dynamics is continuous-time, it is asymptotically stable if the Jacobian matrix of the dynamical system at the equilibrium is negative definite [10] . For the ODEs in (6), the Jacobian matrix of a network with two mining pools is
Further, the elements in (12) are derived as follows:
Based on (13)-(16), we have 1) After some standard mathematical manipulations, J is negative definite if the determinants of its principal minors at x * = 0 satisfy the following two conditions:
2) Similarly, at x * = a−b
Np(ω 1 −ω 2 ) 2 − ω 2 ω 1 −ω 2 , the following two conditions can be obtained for J to be negative definite:
The inequalities in (17) and (18) are exactly the conditions in (10) and (11) given by Lemma 1, respectively. Therefore, the proof to Lemma 1 is completed.
In practical scenarios, the blockchain network is composed of a large population of miners. Then, from Lemma 1, we can employ the asymptotic analysis and obtain the following theorem on the evolutionary stability of the rest points. Again, the Jacobian matrix is also not negative definite. Then, the rest point with x * = 0 is not an ESS. Following the same procedure, we can show that the rest point with x * = 1 is not evolutionary stable either.
Meanwhile, we know that any rest point in the interior of X is an NE [10] . Then, for the NE with x * = a−b
(21) 
III. PERFORMANCE EVALUATION
In this section, we provide the numerical analysis of the population state evolution in different conditions of the poolselection game. We first consider a network with N = 5000 individual miners, which evolve to form two mining pools (i.e., M = 2). We set 1 γ c + b = 0.005, R = 1000, ρ = 2 and p = 0.01. We first set the mining strategy variables of each pool as s 1 = s 2 = 100, ω 1 = 30 and ω 2 = 20 such that the conditions in Theorem 1 are satisfied. Figure 1(a) demonstrates the evolution of the population state from an initial point x(0) = (0.75, 0.25). Figure 1(b) shows that with the given parameter settings, the pool-selection game admits a unique ESS of x * = (0.4, 0.6), which is in accordance with our theoretical findings.
With the same network settings, we examine in Figure 2 the evolution of the stable states and the corresponding average payoff at the NE with respect to a different delay coefficient Figure 2 (a) shows that as 1 γ c + b increases, more miners tend to join the pool with a smaller hash rate requirement (ω 2 = 20). Jointly considering the payoffs at the NE (see Figure 2(b) ), we know that under the given network settings, a larger delay coefficient leads to a higher probability of orphaning the blocks of the same size. Therefore, the miners prefer to join the pool that induces a lower mining cost.
Finally, we consider in Figure 3 a more general situation with four mining pools, where the pools' mining strategies are set to be s i = 100 (i ∈ {1, . . . , 4}), ω 1 = 10, ω 2 = 20, ω 3 = 30 and ω 4 = 40. We observe from Figure 3 (a) that at the NE, selecting the pool with the lowest hash rate requirement (i.e., pool 1) becomes the dominant strategy. Further, Figure 3 (b) indicates a situation where the mining process becomes a perfect competition market with an NE payoff of zero, and no miner can switch its pool selection without undermining some other miner's payoff at the equilibrium.
IV. CONCLUSION
In this letter, we have studied the problem of mining pool selection in a blockchain network adopting the proof-of-work scheme. We have modeled the dynamics of pool selection among individual miners as an evolutionary game. We have considered the hash rate and propagation delay to be two major factors that determine the outcome of the block mining competition. Further, we have investigated the evolutionary stability of the pool selection dynamics in the case of two mining pools and revealed the conditions for the network to admit a unique evolutionary stable state. Our numerical evaluation results have provided the numerical evidence for our theoretical discoveries.
